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Abstract. The aim of this article is to present the situation of Polish enterprises in terms of the protection of data security,
as well as identify and highlight the importance of this criterion affecting the management systems of business organisations,
and entrepreneurs’ approaches to taking action in this regard. The authors present a proposal to create a high-quality security
model for securing business processes based on company policies and procedures for information security while maintaining
the principle of continuity of operations in respect of business functions. The analyses presented in this article are an independent
overview and are based on the findings of the literature and current research in the IT sector using Polish and international
databases. The proposed quality model concerning the security of business processes is described and explained. According
to the authors, in order to reduce the risk of business disruption, achieve the objectives of compliance with regulations
and respond appropriately to complex security breaches, organisations must integrate security structures, constantly monitor
the standards adopted, along with rules and control mechanisms, so as to meet the set parameters and remain within
the appetite for risk.
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Introduction

The increase in sophistication of security measures, mainly in the area of tech-
nical security systems, is associated on the one hand with the increase in the value
of the resources protected and, on the other hand, is the result of the activity
of criminal circles in perfecting techniques used to carry out offences. Enterprises
are forced to use more advanced organisational and technical solutions in their
security systems but at the same time this results in higher expenditure incurred
by the organisations. As one of the elements that determine the competitiveness
of companies, the increase in spending on investment in safety is associated with
a need to control and optimise it.

This is without doubt a reason to put forward the thesis that the efficient man-
agement of enterprises has become necessary to ensure the continuing existence
of business organisations, and that security issues, in view of their increasing impor-
tance and growing complexity, require the creation of specialised governance
structures.

The aim of the article is to present the situation of Polish enterprises, par-
ticularly those from the SME sector, in terms of protecting the security of data,
show the importance of this criterion for the system of business organisation
management and for the approach of entrepreneurs towards taking action in this
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respect, as well as to attempt to create a high-quality security model for securing
business processes based on a company’s procedures for information security
while maintaining the principle of continuity of operations in respect of business
functions.

Information Security Policy

Having information and a strategic information system is extremely important
and necessary for every company because such knowledge, with an appropriate
organisational culture, enables effective management of the company. Previously,
management of information was aimed at supporting the management of opera-
tional processes to reduce costs and increase productivity. It was only at the end
of the last century that information management was considered a major factor
in the creation and implementation of a business strategy. Today, good business
management is the management of its future; that is information management.

We often talk about the need to introduce an effective information security
policy, which is clearly and legibly set out and, above all, ensures the security
of information systems through IT rules and procedures to enable the correct use
of the resources of the entire company.

Information storage is a feature of the system and consists in saving the strategic
information on fixed media in a form and formats that are easy to use. This is possi-
ble thanks to the operation of cataloguing and creating databases.

The strategic importance of information technology is associated with the con-
cept of information as a strategic resource. It is information that is the basis for
creating a strategy and building a potential source of competitive advantage.?
In order to achieve this, information resources need to be created. Thus a company
needs an information strategy defining the information needs and ways of meeting
them, and the aim of this strategy is to determine what kind of information should
be collected, gathered and stored, and to decide with whom in the e-enterprise
and beyond it will be shared. It should also seek to build a system to ensure appro-
priate and effective creation and use of information.

It is worth quoting here the elements included in the whole process of informa-
tion management in the enterprise, on which every company incurs costs and takes
appropriate action:

a) planning, development and implementation of an information strategy for

e-business subordinate to its information policy;

b) information flow control in an e-enterprise communication network;

¢) planning of investment resources for the development of information

systems;

d) ensuring effective use of IT systems to support decision making;

e) the introduction of new systems, for example, customer relationship man-

agement (CRM) systems;

! Kotler P, Marketing. Analiza, planowanie, wdrazanie i kontrola, 6th edition. Warsaw:
Gebethner i Ska, 1994, p. 38.
2 Porter M.E, Strategia konkurencji. Warsaw: PWE, 1992, p. 34.
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f) information quality management, that is making sure that the information
used by management has as many as possible of the attributes of high qual-
ity information;

g) the creation of conditions to ensure the security of information collected
in the company (to establish access rights to information);

h) ensuring effective forms of training and development of information staff
and system users;

i) integration of information systems used at various management levels
and in different functional subsystems;

j) designing innovation and adaptation activities;

k) implementation of initiatives aimed at ensuring customer loyalty.?

Considering the essence of effective action in the area of information protection

and creating appropriate safeguards should start from the system itself ensur-
ing appropriate and effective creation and use of information in the enterprise.
Equal weight should also be given to the importance of all elements of security
and protection activities in three areas: technology, work organisation and human
resources. Bearing in mind the following flow chart (Figure 1), companies should
manage information not only in terms of technology as is usually the case, although
experience shows this is done in an inadequate way, but there must be visible

Figure 1. Elements of a system for effective action in the field of protection
and creation of information security in the enterprise

Source: own

ntem budowy przewagi konkurencyjnej e-przed-
nomicznych i zarzqdzania, 2011, No. 21, p. 34.
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synergies or merging of all three aspects of effective information management
presented.

The Situation of Polish Enterprises
in Terms of Data Security

The topics concerning the security of business processes are mostly focused
around data protection, but mainly in the area of technical security, and this is obvi-
ously one of the most important aspects of the functioning of the current security
policy of companies. However, looking more broadly at issues of company security
systems, equal weight should be given to the issue of organising security systems.

It is appropriate at this point to discuss the situation of Polish enterprises with
respect to the importance that they attach to treating security as one of the most
important determinants of competitiveness and avoiding the risks of exclusion
from the market in the event of emergencies resulting from system failures.

Very often one comes across the statement that small companies do not care
about security. Many owners of small businesses in particular assume that, as such,
they will not be attacked by hackers. This is definitely the wrong approach, because
each company, regardless of its size, is at risk. Very often, a small business is not
an end in itself, but is an important link in transmitting data to corporations.

It is true that the potential impact of cyber attacks and the loss of confidential
data on business activity are given particular attention in the large organisations.
Cyber crime affects not only large corporations or government agencies. More
and more often the victims of attacks on the networks are small and medium-sized
enterprises. Meanwhile, almost 70% of representatives of small businesses do not
believe, or do not know, that a breach of data security will have a financial impact
or a negative impact on the credibility of their business. According to the experts
Deloitte, small business owners should invest in employee training and develop
procedures, the observance of which will ensure the security of the network. Aware-
ness of the impact of network threats on the functioning of the company is often
smaller in the case of small and medium-sized enterprises. Indeed, it should be
emphasised that the issues of IT security are not a special priority for SMEs because
managers cannot form a clear strategy to combat this type of threat.*

4 Based on the report entitled “The Risk of an Uncertain Security Strategy” conducted
by the Ponemon Institute on behalf of Sophos. Based on the answers to the 12 questions
included in the survey, Ponemon created an “uncertainty index’, ranging from 10 (greatest
uncertainty) to 1 (no uncertainty). The report confirms that it is US organisations that
have the highest rate of the uncertainty of IT threats with a score of 5.9, followed closely
by the United Kingdom (5.0) and organisations from the Asia-Pacific region (4.8). The SME
sector in Germany has the highest awareness of cyber-threats (3.8). Smaller organisations
are the most uncertain of IT threats. Companies with fewer than 100 employees have an
assessment of 6.5. According to the survey, the higher the position of an employee in an
organisation the greater the uncertainty about the IT security strategy. The directors received
a score of 6.8.
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The lack of response to the threats exploiting vulnerabilities is worrying. There
remains a lack of knowledge about the frequency and scale of cyber attacks and this
lack of knowledge prevents the implementation of an effective IT security policy.
Moreover, IT security is still not a priority for companies.®

It is difficult to find information anywhere on the economic impact of the activ-
ities of cyber criminals. It is simply unknown. However, we can hypothetically
estimate that the cost of disruption caused by the actions of cyber criminals
is much higher than the cost of damage, theft of property and infrastructure.
A large number of entrepreneurs cannot estimate the cost of the losses caused
by the loss of digital data. One third of small businesses do not have training
in the field of data security. Small businesses ignore cyber threats. Data security
is low down on the list of priorities of small businesses; as many as 40% of them
have not implemented procedures and mechanisms for secure data processing
and data destruction.’

In relation to similar organisations in the world, Polish companies stand out
favourably especially in those areas that require compliance with the restrictive
provisions of the law — in particular concerning the protection of personal data
and intellectual property. At the same time indicators of the strategic role of cyber
security — the position in the company or the size of the budget, significantly
deviate from best practice and compare poorly.

In the Polish market, it is clear that the desire to develop information security
meets with significant financial constraints. The budget for these activities remains
at a low level — it represents only 2.7% of the funds spent on IT. For comparison,
worldwide spending on security amounts to an average of up to 3.8% of IT budgets,
which are funded at an incomparably higher level than in Poland. The average loss
for the company as a result of a security breach across the world is $531. Interestingly,
in the last two years, there has been a 50% increase in the number of enterprises
with losses of a figure of more than $10 million. This phenomenon also applies
to those industries that traditionally invest more in security such as the financial
sector, pharmaceuticals and IT.

The most common result of security breaches are loss or theft of data. In Poland,
nearly 50% of all attacks end up with leaks or unavailability of information. A similar
trend is observed across the world — data loss is a result of 24% of all incidents, 16%
more than last year. It is interesting that as many as 42% of respondents worldwide
do not use the simplest tools to prevent data loss.

At the same time, although 47% of respondents worldwide use cloud comput-
ing, only 18% take into account the rules concerning the cloud in their security
policy. The results show that although the majority of respondents implement

> For 44% of those surveyed, IT security issues are not a priority. This is evidenced by
the fact that 42% of respondents believe that their budget is not sufficient to ensure effective
protection of IT. In addition, 26% say that their IT staff have insufficient knowledge to manage
security policy. Lack of investment in cyber security: respondents in senior positions have
the most uncertainty about the risks in their organisations. Some 58% of the respondents
claim that the board does not view cyber attacks as a significant risk.

6 Electronic source: http://www.chip.pl/news/bezpieczenstwo/technologie-bezpieczen
stwa/2013/07/male-firmy-lekcewaza cyberzagrozeniat#ixzz2uWDqLFgY, accessed: 12.01.2015.
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the traditional precautions (such as VPN, firewall, encryption, PC), just a few of them
use tools that monitor data and networks, enabling analysis of current threats
in real time.”

Ensuring Continuity of Business Functions

To ensure the protection of continuous processes, the most important things
would appear to be the encapsulation of data and the introduction of individual
permissions so that whenever the data is to be used each individual operating on
the data from different places is the only one with access to their area. However,
here too we are not certain, although it is decidedly closer to the truth, that data
protection for single systems must be equivalent to the level of security that pro-
tects the entire company.

If there is a central database that stores resources such as: customer database,
transactions completed, the volume of these transactions or frequency etc, this
database needs to be especially secure. Within the totality of the company (all
outlets, branches, subsidiaries) access to this database is available to all units.

This raises the question:

How to protect central databases (data processing centres) and how to pre-
vent a loss of continuity of business processes in the company?

Firstly, it is worth considering the overall sensitivity of the central database
and assessing how that sensitivity sits on a range from low to high. This consists
of determining criteria that increase the level of susceptibility of the database
to external and internal attack. The higher the number of indicators the more sen-
sitive the database which should direct the enterprise towards ensuring the best
possible technical protection. This is a risk assessment and analysis of the crit-
ical factors. Another important aspect is assessing the ability to regenerate
and the building of a recovery strategy. This can be called the first stage of the new
approach to the construction of a professional model and comprehensive pro-
tection of business processes, in which only one of the elements is the protection
of data.

Of course, technical protection itself does not guarantee, as mentioned above,
information security, but certainly reduces the risk of data loss due to a lack
of technical security. We cannot forget that data loss does not occur only with

7 The report “Information Security — safe future”is based on a global study “The Global
State of Information Security® 2014 conducted by PwC and the magazine ClIO and CSO
magazine. The results discussed in the global report are based on responses given by more
than 9,600 managers, among whom were the CEO, CFO, CISO, CIO, CSO, vice presidents and
directors of IT and information security from 115 countries. Thirty-six percent of respondents
were from North America, 26 percent from Europe, 21 percent from Asia and the Pacific area,
16 percent from South America, while two percent were from the Middle East and Africa.
The margin of error is less than one percent. The global survey was supplemented by a Polish
section, with contributions from over 70 companies and organisations operating in Poland.
The main sectors represented among the Polish respondents were the financial sector
(banking and insurance), telecommunications, industry, consulting services and software
development.
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theft as a motive, but also in the event of a natural disaster or due to intentional
or unintentional human activity.

Hard disks included in the database should be fully encrypted to prevent
data leakage in the event of physical theft. Such elements as passwords should
not of course be stored as clear text but hashed so that, even after the database
is extracted, it is impossible to restore these passwords. Data bases should be
divided between users so that no one user ever has access to the entire database.
This will prevent the leakage of all the resources of the company after the disclosure
of database credentials of only one user. Transmission between the main database
and its users should also be encrypted to prevent it from being read. The trans-
mission is usually encrypted using symmetric encryption, which is encryption that
protects data with a password making it almost impossible to reproduce without
its knowledge. However, both parties to the communication process must also
know the password to establish transmission using asymmetric encryption, which
is based on a method of operation using private and public keys. The password
is sent after public key encryption and it is impossible to decipher it without having
the private key, which only the transmission recipient has.

If a disaster has already taken place then the most important thing is to ensure
the continuity of business processes. This is in fact a requirement of our times,
because recovery of the data after the disaster, i.e. rebuilding the centralised Data
Centre, is unfortunately no longer enough. It is as if only the second part of the plan
to protect the Central Database has been realised, whereas this is not even a pro-
tection plan but merely an ability to recover data after a disaster that could have
been prevented. It is typical traditional thinking named in the 80’s as so called
Disaster Recovery, unfortunately still believed in by many entrepreneurs, especially
those saving on security, or those who do not even have an awareness of possible
consequence of the omission of certain actions in this aspect. While the traditional
approach is still important, it proves to be insufficient for the distributed environ-
ment. In the Internet environment the requirement for continuous operations takes
on a whole new dimension.

If uninterrupted access to information is required, i.e. if the company is not able
to function even for a moment without access to software, networks, call centres,
etc. since this would entail the loss of clients and customers, resulting in a loss
of profits for the enterprise, there is a need to protect against the loss of business
continuity through the creation of systems which, even in a crisis, would allow for
the efficient handling of these business processes.

One of the models that can be offered for the continuity of business processes
while ensuring data security at the time of interruption of the system, is a cen-
tralised model (Figure 2).

This model is based on the existence of a central database that stores all
of the resources held by the company. Assuming that the company’s headquarters
location is the same as the central database, the greatest attention should focus on
its security and backing up its data. The best solution to this is to create a number
of mirror images of the database, as well as to ensure the ability to restore the data-
base to the state it was in before the failure (disaster recovery), because tens,
and in fact sometimes even hundreds, of affiliates and their branches are meant
to have immediate access to the resources of the central headquarters whether
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or not they all use them at the same time. But in order not to lose the continuity
of work, or business processes, each database user needs to create a local copy
of the resources they use. In such a situation, in the case of an inability to connect
to the central database, a local database is run and all changes that occur during
the time of the outage are contained within it.

This model demonstrates how important it has become to protect critical busi-
ness processes with their complex interdependencies and that it is just as important
as data protection.

Figure 2.
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Source: own work

Reasons for the Development of a Qualitative
Model for the Protection of Business Processes

The biggest challenge for companies in the area of security of business pro-
cesses is threat identification. The need to establish an effective security system
is based primarily on a system of information security. The most commonly used
standard for determining the current and the required level of information security
in a company is the standard I1SO 17799 (originally this was the British standard BS
7799), which defines all the relevant aspects related to the protection of information
and computer systems. This standard is divided into ten different thematic areas:

« the creation and organisation of security policy within the company,

« rules and procedures for the classification of information resources,

« personnel-related security — the human factor,

sters,
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+ management and maintenance of computer systems and networks

+management of access to systems and information,

«  proper maintenance of computer systems,

«  planning activities to maintain the continuity of the computer systems,

« compliance with legal and statutory obligations.

Based on the above, an original proposal for a model for implementation
of effective information security management in an enterprise has been developed
(Figure 3).

Figure 3. Example of a qualitative model for information security management

Preparatory formula
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Implementation formula
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Companies must continually analyse both the internal and external data
flow. As well as this, it is necessary to establish appropriate procedures and rules
of conduct and regular training of employees. It is not only necessary to implement
appropriate protection measures, but also to develop a business culture which
will help counteract potential attacks. It is also extremely important to exchange
experiences related to cybercrime in the framework of professional organisations.

Summary

The greatest source of threats to companies are people, followed by data,
information and knowledge (as subject and object of business processes), and also
cooperating companies. The various sources of risk mutually overlap, as threats
often emerge in the area of links of employees with entities and people from
outside.

For too long, importance was attached only to the technological aspect, even
in cases of data leakage. While it is true that technological problems are one
of the main reasons for the disturbances in the flow of information and information
security, they are not the only ones. It is also people, organisation, culture and pro-
cesses.

Enterprises can no longer manage security by acting on an ad-hoc basis.
To reduce the risk of interference in operations, achieve the objectives of compli-
ance with regulations and respond appropriately to complex security breaches,
organisations must integrate security structures. Companies should constantly
monitor the adopted standards, rules and control mechanisms, so as to meet
the set parameters.

An effective security policy allows a realistic assessment of the weaknesses,
and the use of active protection of information assets. Managing security in a com-
prehensive manner facilitates compliance with standards and following the rules
adopted within the framework of security policy.
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Streszczenie. Celem artykutu jest przedstawienie sytuacji polskich przedsiebiorstw w aspekcie ochrony bezpieczeristwa danych,
wskazanie i podkreslenie wagi tego kryterium wptywajqcego na system zarzqdzania organizaji biznesowych oraz podejscia
przedsiebiorcow do podejmowania dziatar w tym zakresie. Autorzy przedstawiajq propozycje stworzenia jakosciowego modelu
zabezpieczenia procesdw biznesowych opierajqc sie na procedurach polityki bezpieczeristwa informacji firmy przy jednoczesnym
zachowaniu requty ciqgtosci dziatania w obszarze funkgji biznesowych. Przeprowadzone w artykule analizy majq charakter
przeglgdowy i bazujq na dorobku literatury przedmiotu, aktualnych badaniach sektora IT polskich i Swiatowych baz danych.
Zaproponowany model jakosciowy, dotyczqcy zabezpieczenia proceséw biznesowych przedsiebiorstwa, ma charakter opisowy
i wyjasniajqcy. Zdaniem autoréw w celu zmniejszenia ryzyka zaktdceri w dziatalnosci, osiggniecia celow zgodnosci z przepisami
i whasciwego reagowania na kompleksowe naruszenia bezpieczeristwa, organizacje muszq integrowac struktury bezpieczeristwa,
stale monitorowac przyjete standardy, zasady i mechanizmy kontroli, tak by spetniaty one ustalone parametry i miescity sie
w ramach apetytu na ryzyko.

Pestome. Ljenvto danHol cmambu A879emcAa npedcmassienue cumyayuu nosbekux npednpuamuti 8 cepe oxparsl Ge3o-
NAcHocmu OaHHbIX, YKA3aHUE U NOOYEPKUBAHUE BAXHOCMU 3MO020 KpUMePUS, B/IUAIOLe20 HA CUCMeMy ynpaesieHus Gu3Hec
0p2GHU3AYUAMU, G MAKXe OMHOLLeHUe npednpuruMameneli K Kakum-nu6o dedicmausm 8 moli cpepe. ABmapsi npedcmassiom
npeonoxexus no C030aHUI0 KaYecmeeHHoL ModesU 0XpaHbl GU3HEC NPOYECcos Ha 0cHose npoyedyp NoumuKu GesonacHocmu
UHopMayuu Gupmsl, npucobntodeHuu npasuna HenpepbigHocmu delicmauli 8 cepe 6usrec dyHkyul. lpedcmasnerHoie
8 CMambe aHanumuyeckue BbIKAAOKU HOCAM 0630PHbIL XapaKmep U 0CHOBAHbI HA BbIK/IAOKAX U3 AUMepamypbl N0 OaHHOL
memamuke, akmyanbHblx uccnedosaHuax UT cekmopa nombCkux u MUposbix 6a3 daHHbiX. [pednoXeHHas KkayecmeeHHas
Modens, Kacarowjasca Ge3onacHocmu Gu3Hec npoyeccos npeonpuAMUS, HOCUM onucamenbHbli U 06BACHUMENbHbIL Xapakmep.
[o MHeHuto asmopos, 0718 yMeHbLLUeHUSA pucka HapyuieHuli GU3Hec desmesbHoCmU, J0CMUMXeHUS C00meemcmaus Npasuaam
U NPasuUIbHO20 PeazupoBaKUsA HA KOMNJIEKCHbIe HapyLeHUs 6e30nacHoCMu 0peaHuU3auyuUL 00/KHbI UHMezpUuposams CmpyK-
mypel Ge30nacHocmu, NOCMOAHHO NPOBEPAMb NPUHAMbIE CMAHOAPMBI, NPABUIA U MEXAHU3MbI KOHMPOJIS, KOMOpbIe Q0K HbI
Heu3MeHHo Co0m8emcma08am ycmaHoB/IeHHbIM NepemMempan U Hu3Kol cmeneHu pucka.
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